Ref 

# 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Timp ^tamn 

i 1 1 1 ic ijka 1 1 iu 






: measure:Charig$3 rate ((drop^^ 
■ WITH packet) internet network (router or : : 
switch) (JCP/ip or IP) PD< ="20010709" 


US-PGPUB;: 

USPAT: : 


= AND.v H; 


:;OFF: ; =!.: 


1:2005/01/0415:44:: 


















S29 (DOS or ( denial adj of adj service) 


US-PGPUB; 

USPAT" 

EPO 


AND 


OFF 


2005/01/04 10:27 




• 23 j 


"5243543"; \ 


: US-PGPUB;: : 

USPAT ;:=:;■■■' 


:!ANiQ:i:!:!:E 


OFF - 


:2005/0fl/06k5:2i; : 


L2 


3 


(("5243543") or ("5570346") or ("6061331")). 
PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2005/01/06 15:21 


:L6'Ti' 


; :/!.' : 1" 


: ( m 20020032717").PN;l 


US-PGPUB;: 


: 'OR 


:dfF 


: 2005/01/06 : i6:05i| 








\USF*AT; ; 
USOCR. 








SI 


0 


brust adj load 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/03 15:51 


S3':'!" 


::;:::::;:::;:;::4^:; 


burst adj load @pd<="200i0709 ,,: : . 


US-PGPUB;: 


Iand^..; 


off 


i : 2005/0i/03;15;52: 








USPAT 






S4 


0 


track$3 NEAR ((Denial adj of adj attack) or 
DOS) NEAR source 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/03 15:56 


S5 j:: 




;:tratk$3jSAME"((Denial:;adj::of:a"dj:attack):br^;:i:::|:i:i: 
DOS) SAME source:.: 


US-PGPUB;. 
USPAT. 


: AND !: 


OFF : 


; 2005/01/03 15: 57; 
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(("4817887 
("4821251 
("4829388 
("4839746 
("4845582 
("4858031 
("4864433 
("4879703' 
("4888754" 
("4908793" 
("4914438" 
("4920435 1 
("4933783 
("4941365 
("4943867 
("4959785" 
("4969135" 
("5001555" 
("5005164 
("5016132 
("5021899 
("5027223" 
("5177720" 
("5182681" 
("5198940 1 
("5204736 
("5214635" 
("5218454" 
("5224085" 
("5233557" 
("5235582" 
("5239424" 
("5245484 1 
("5253118 
("5258237 
("5274457 
("5276273" 
("5281756" 
("5283700" 
("5291342 
("5298730 
("5311374" 
("5313343" 
("5325242" 
("5327300" 
("5332974" 
("5341073" 
("5343454" 
("5353277" 
("5365503" 
PN. 



) or ("4819103") or 

01 



4823333 
4833470 
'4841385 
4853809 
4860121" 
4868820" 
4882644" 
4903140" 
4910604" 
4914746 
4924192 
4933922 
4942370 
4951154 
4962584" 
4988853" 
5003521" 
5007038" 
5019932" 
5023876" 
5027230" 
5179480" 
5185746" 
5202789" 
5204788' 
5216553' 
5221965' 
5224087" 
5233590" 
5237551" 
5239430" 
5245651" 
5257249" 
5262983" 
5274510' 
5276581 
5282097 
5283778" 
5291467" 
5301228" 
5311573" 
5315571" 
5325371 
5327301 
5335072" 
5342714" 
5343456 
5355233' 
5366835" 



("4819220 1 
r ("4827085 
r ("4835754 
r ("4843601 
r ("4858028" 
r ("4860127" 
r ("4879682" 
r ("4885642" 
r ("4905214' 
r ("4910621" 
r ("4916742' 
r ("4933776' 
r ("4939713' 
r ("4943872' 
r ("4958238' 
r ("4967274' 
r ("4996614' 
r ("5003527' 
r ("5008949' 
r ("5021896' 
r ("5025439' 
r ("5045956' 
r ("5181248' 
r ("5195000' 
r ("5202873' 
r ("5206770' 
r ("5216657' 
r ("5223942' 
r ("5231650' 
r ("5235478' 
r ("5239382' 
r ("5243919' 
r ("5247402' 
r ("5257254' 
r ("5267099' 
r ("5274764' 
r ("5278705' 
r ("5283613' 
r ("5284538' 
r ("5296989' 
r ("5307214' 
r ("5313011' 
r ("5317457' 
r ("5325463' 
r ("5331423' 
r ("5337295' 
r ("5343264' 
r ("5345432' 
r ("5365502' 
r ("5371604' 



)or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
or 
)• 



US-PGPUB; 

USPAT; 

USOCR 



OR 



OFF 



2005/01/03 16:21 
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S7 



150 



(C5182678") or ("5313612") or ("5323367") or 


("5376965" 


) or 


["6058087" 


) or 


["6188735" 


) or 


("5237409" 


) or 


["5287342" 


) or 


["5384763" 


) or 


("5764376" 


) or 


["5923630" 


) or 


["6014356" 


) or 


("6026071" 


) or 


["6098193" 


) or 


r "6154867" 


) or 


("6233169" 


\ or 


["4769804" 


) or i 


;'4799208 M 


) or 


("4862299" 


1 or 


["4993660" 


) or i 


"5199021" 


) or 


("5225945" 


) or i 


["5255259" 


) or i 


"5291463" 


) or 


("5317553" 


I or i 


["5331617" 


) or i 


"5361203" 


) or 


("5367387" 


► or i 


["5371722" 


) or i 


"5400305" 


) or 


("5432770" 


\ or i 


["5440587" 


) or i 


"5446720" 


) or 


("5473588" 


\ or i 


["5475660" 


) or i 


"5502700" 


) ° r 


("5504269" 


\ or i 


["5510924" 


) or i 


"5525748" 


) or 


("5532887" 


) or i 


["5539145" 


) or i 


"5552860" 


) ° r 


("5555229" 


I or i 


["5559772" 


) or i 


"5602812" 


) or 


("5610879" 


l or i 


["5615187" 


) or I 


"5627807" 


) or 


("5633983" 


\ or i 


["5659317" 


► or | 


"5668334" 


) or 


("5684762" 


i or I 


["5715352" 


► or | 


"5719624" 


) or 


("5761275" 


i or I 


;»5774434» 


1 or | 


"5809208" 


) or 


("5812502" 


1 or | 


"5822288" 


1 or \ 


"5825577" 


) or 


("5859951" 


i or | 


"5872754" 


\ or \ 


"5905530" 


) or 


("5946329" 


\ or | 


"5953481" 


\ or \ 


"5966495 H 


) ° r 


("5970039" 


\ or | 


"5974552" 


I or | 


"5991003" 


) or 


("6016208" 


i or j 


"6052346" 


\ or | 


"6055500" 


) ° r 


("6067400" 1 


i or \ 


"6098177" 


\ or | 


"6118611" 


) or 


("6124762"; 


i or \ 


"6172954" 


\ or | 


"6181871" 


) ° r 


("6408400"; 


\ or | 


"3641525" 


i or | 


"4139874" 


) or 


("4274115"; 


i or | 


"4296664" 


i or | 


"4321627" 


) ° r 


("4324546"; 


i or | 


"4341964" 


\ or | 


"4351000" 


) or 


("4351008"; 


i or | 


"4356518" 


i or | 


"4364096" 


) or 


("4371751"; 


i or | 


"4385395" 


i or | 


"4390977" 


) ° r 


("RE31311" 


) or i 


["4403235" 


) or i 


"4408326" 


) ° r 


("4410817"; 


i or \ 


"4413340" 


\ or | 


"4417283" 


) or 


("4420773"; 


i or | 


"4433348" 


[ or | 


"4437086" 


) or 


("4438464"; 


i or | 


"4450490" 


\ or | 


"4468705" 


) ° r 


("4472737"; 


i or | 


"4482927" 


\ or | 


"4486795" 


) ° r 


("4491882"; 


i or | 


"4495474" 


i or j 


"4502361" 


) ° r 


("4531157"; 


i or I 


"4539667" 


i or \ 


"4541021" 


) ° r 


("4541020"; 


i or | 


"4541581" 


\ or \ 


"4549298" 


) ° r 


("4555679"; 


i or | 


"4561080" 


i or ( 


"4563706" 


) or 


("4573083"; 


i or I 


"4577155" 


i or | 


"4587573" 


) ° r 


("4602296"; 


i or | 


"4604660" 


i or ( 


"4614977" 


) or 


("4626911"; 


i or { 


"4760566" 


i or \ 


"4768105" 


) or 


("4769802"; 


i or { 


"4772873" 


\ or \ 


"4772962" 


) ° r 


("4775901"; 


i or | 


"4777448", 


\ or ( 


"4779729" 


) or 


("4782417"; 


i or < 


"4783774"; 


i or ( 


"4785252" 


) or 


( 4oU^U/D , 


i or | 


4oUjd/Z d 


i or | 


4803678 


) ° r 


("4805205"; 


i or < 


"4806845"; 


i or ( 


"4807264" 


) ° r 


("4811123"; 


i or ( 


"4811127"; 


i or ( 


"4811370" 


) ° r 


("4814877"; 


i or ( 


"4816869"; 


i or ( 


"4816928" 


))• 


PN. 











US-PGPUB; 

USPAT; 

USOCR 



OR 



OFF 



2005/01/03 16:22 
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(("6304973") or ("6185689") or ("6550012") or 


("6725377" 


) or ( 


"5781550") 


or 


("5898830") 


or 


("6052788" 


) or ( 


"6751738") 


or 


("5802320") 


or 


( M 5878231 M 


) or ( 


"5884025") 


or 


("6826684") 


or 


("6070242 M 


) or ( 


"6202081") 


or 


("5864683") 


or 


("6131163" 


) or ( 


'6321337") 


or 


("6343362") 


or 


("6636972" 


) or ( 


"6173311") 


or 


("6804783") 


or 


("6778498" 


) or ( 


'6070246") 


or 


("6170061") 


or 


("5778174" 


) or ( 


'6119236") 


or 


("6044402") 


or 


("5941988" 


) or ( 


'6271946") 


or 


("6189102") 


or 


("5923849" 


) or ( 


'5757924") 


or 


("6011910") 


or 


("6026085" 


) or ( 


•6092191") 


or 


("6137792") 


or 


("6147987" 


) or ( 


■6151679") 


or 


("6167513") 


or 


("6170057" 


) or ( 


•6185680") 


or 


("6233232 N ) 


or 


("6236652" 


) or ( 


, 6240514") 


or 


("6351773") 


or 


("6058482" 


) or ( 


, 5826014") 


or 


("6061798") 


or 


("6061798" 


) or ( 


•6289462") 


or 


("5596718") 


or 


("5822435" 


) or ( 


■6353891") 


or 


("6779033") 


or 


("5968133" 


) or ( 


'5511122") 


or 


("6728885") 


or 


("6138162" 


) or ( 


'6453345") 


or 


("6772332") 


or 


("6820110" 


) or ( 


'5574861") 


or 


("6061341") 


or 


("6725378" 


) or ( 


■5623601") 


or 


("6199113") 


or 


("5764756" 


) or ( 


'5907610") 


or 


("5960177") 


or 


("6374298" 


) or ( 


•6697862") 


or 


("6304975") 


or 


("6502135" 


) or ( 


'6834310") 


or 


("6618761") 


or 


("5915087" 


) or ( 


'5535276") 


or 


("6513122") 


or 


("5642421" 


) or ( 


'5706348") 


or 


("5805705") 


or 


("6055314" 


) or ( 


•6301668") 


or 


("6578147") 


or 


("6182227" 


) or ( 


•4881263") 


or 


("5594869") 


or 


("6715084" 


) or ( 


'6018767") 


or 


("6055236") 


or 


("5442708" 


) or ( 


•5444782") 


or 


("5640456") 


or 


("6148405" 


) or ( 


•6169805") 


or 


("6493824") 


or 


("5802305" 


) or ( 


'5805803") 


or 


("5835726") 


or 


("5896499" 


) ° r ( 


•6047325") 


or 


("6158011") 


or 


("6163843" 


) or ( 


'6233234") 


or 


("6393569") 


or 


("6442616" 


) or ( 


'6834342") 


or 


("6647400") 


or 


("6826697" 


) or ( 


•5673322") 


or 


("6098172") 


or 


("6141749" 


) or ( 


'6147976") 


or 


("6154775") 


or 


("6167432" 


) or ( 


'6170012") 


or 


("6233686") 


or 


("6240513" 


) or ( 


'6327625") 


or 


("6717943") 


or 


("5892903" 


) ° r ( 


'5913024") 


or 


("6138239") 


or 


("6298445" 


) or ( 


'6351811") 


or 


("6442696") 


or 


("6477651" 


) ° r ( 


'6665709") 


or 


("6789190") 


or 


("6105027" 


) or ( 


'6178505") 


or 


("6408336") 


or 


("6160651" 


) or ( 


•6219161") 


or 


("6219161") 


or 


("6233075" 


) or ( 


'6768871") 


or 


("6223222") 


or 


( 6223222 


) or ( 


4893307 ) 


or 


(5021949 ) 


or 


("6049826" 


) or ( 


'6058421") 


or 


("6065049") 


or 


("6240464" 


) or ( 


'5307413") 


or 


("6006258") 


or 


("6134245" 


) or ( 


•6208650") 


or 


("6212563") 


or 


("6212563" 


)).PN 











US-PGPUB; 

USPAT; 

USOCR 



OR 



OFF 



2005/01/03 16:24 
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S9 



144 



S10 . 

Sll 

S12: ; 
S13 
■S14 : ! 
S15 

si6 : 

S17 



291 

lo 

11 

/l4 
0 

6 



("6229823") or ("6389468") or ("5412654 H ) or 



"5490258") o 
"5708655") o 
"5841764") o 
"5923659") o 
"6028846") o 
"6118765") o 
"6181695") o 
"6246683") o 
"6363423") o 
"6430595") o 
"6463474") oi 
"6577642") o 
"6700871") o 
"6411943") o 
"6629243") oi 
"5841864") o 
"6212558") o 
"5812671") o 
"6606710") o 
"6363071") o 
"6473786") o 
"6507908") o 
'6470086") o 
"6826616") o 
'5802285") o 
"6662005") o 
"6816973") o 
"6128298") o 
"6018530") o 
"6173399") o 
"6404752") o 
"6654387") o 
"6772348") o 
'5954793") o 
"6487666") 0 
"5491752") o 
"5987128") o 
"6195705") o; 
"6108786") 0 
"6061796") o 
"6314468") o 
"6816455") oi 
6185316") o 
"6061739") o 
"6151300") o 
"6430155") oi 
"5586121") o 
'5802064") o 
'6147986")). PN 

■("I0008I9 M ).PN;: 



S8 or S9 

IP adj : trace adj back . 

IP adj traceback 

Bill ^Cheswick ■" 

Bill Cheswick (Ip traceback) 

Bill; Cheswick traceback: 

Bill Cheswick packets trac$3 



»r( 


'5619650 


•) or 


(" 


>r( 


•5734865 


') or 


(" 


»r( 


'5883891 


') or 


(" 


»r( 


'5931916 


') or 


(" 


>r( 


'6084892 


') or 


(" 


»r( 


'6130892 


') or 


(" 


»r( 


'6195425 


■) or 


(" 


>r( 


'6330250 


') or 


(" 


»r( 


'6370147 


') or 


(" 


»r( 


'6434627 


') or 


C 


r( 


'6510153 


") or 


(" 


r( 


•6650631' 


') or 


(" 


r( 


'6714985' 


') or 


(" 


r( 


'6633571' 


') or 


(" 


r(- 


'6772334' 


') or 


(" 


r(' 


'6192477' 


') or 


(" 


r(" 


'6243815' 


') or 


(" 


rC 


'6182226' 


') or 


(" 


rC 


'5991300' 


') or 


(" 


rC 


•5675741' 


') or 


(" 


r(' 


'6628965' 


') or 


(" 


rC 


'5822434' 


') or 


(" 


rC 


■6484257" 


') or 


(" 


r(' 


"5884024" 


') or 


(" 


rC 


"6104716" 


■) or 


(" 


rC 


"4864615' 


•) or 


(" 


r(* 


'5796942' 


') or 


(" 


rC 


'6172991' 


•) or 


(" 


r(' 


'6055508' 


') or 


(" 


r(' 


'6226748' 


•) or 


(" 


rC 


'6460120' 


') or 


(" 


rC 


'6701437' 


') or 


(" 


r(" 


"6804776' 


•) or 


(" 


rC 


'4509073' 


") or 


(" 


rC 


'6609205* 


') or 


(" 


rC 


•5499297' 


') or 


(" 


rC 


•6546493' 


') or 


(" 


rC 


'5793763' 


') or 


(" 


rf 


'5841871' 


•) or 


(" 


r(' 


"6065046" 


•) or 


(" 


rC 


"6785821" 


•) or 


(" 


rC 


"5872917" 


') or 


(" 


rC 


"6016319" 


') or 


(" 


r(' 


"6061739" 


•) or 


(" 


r(' 


"6370144" 


•) or 


(" 


r(' 


"5331637" 


') or 


(" 


r(' 


'5732078' 


•) or 


(" 


rC 


'5937 163' 


■) or 


("( 



5636371") or 
5802310") or 
'5923854") or 
'5940598") or 
'6097719") or 
'6172981") or 
'6246670") or 
•6343083") or 
•6396828") or 
'6442169") or 
'6515974") or 
6657991") or 
6327579") or 
6321338") or 
'6775704") or 
6212558") or 
'H001944") or 
'6628786") or 
'5937421") or 
5870557") or 
'6108583") or 
'6151675") or 
'6049878") or 
'6807181") or 
5537099") or 
'6499107") or 
'6115372") or 
5684800") or 
•6147995") or 
'6226748") or 
•6590588") or 
'6754622") or 
'5261059") or 
'6249527") or 
'6792546") or 
'5987129") or 
'6092113") or 
'6834341") or 
'6061796") or 
'6141690") or 
'6795918") or 
'5926463") or 
'6115384") or 
5777989") or 
'6389031") or 
'5353283") or 
'5799016") or 
'6091732") or 



US-PGPUB; 

USPAT; 

USOCR 



US-PGPUB;: 
USPAT;i 
USOCR ; 

US-PGPUB; 
USPAT 

US-PGPUB;: 
USPAT 

US-PGPUB; 
USPAT 

US-PGPUB;: 
USPAT . 

US-PGPUB; 
USPAT 

US-PGPUB;: 
USPAT. 

US-PGPUB; 
USPAT 



OR 



OR .. 

AND 
AND: 
AND 
AND 
AND 
AND 
AND 



OFF 



OFF; :. 

OFF 

OFF : :: : 

OFF 

OFFj ; 

OFF 

OFF : ! 

OFF 



2005/01/03 16:24 



2005/01/03 16:25:: 



2005/01/03 16:25 
2005/01/03 16:27: 
2005/01/03 16:27 
2005/01/03 17:16 
2005/01/03 17:16 
2005/01/03 17:17 
2005/01/03 18:38 
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S18 

:S19:j 
S20 

S22 

S23: 
S24 

:S25:I 



S26 



S27:i 



S28 



S29 



S30 



S31 



S32 



S33: 



S34 

|;S35j;j 

S36 

S3^| 

S38 

:'S3Si:i 
S40 



36 
108 
0 



: 11 

2 

;240 
23 
1246 
0 



1246 



407 



26 



95 



11118 
1960 



(Burch or Cheswick) packets trac$3 
bontrolled 'adj: flooding: 
Controlled adj flooding @pd<=2001/09/07 



j traceback: (DOS ;or : ;(denail:;adj ;of: adj: service)) IP; 

spoof$3!.!:-.r-:-:j.j.;:| :j:=xl:j:j-!:::!:! ; E :r "j".:: '' ' ' 

(("5,968,176") or ("5,781, 534")).PN. 



(DOS orfdenaii adj;of adj; service)): IP ispobf$3i 



(DOS or (denail adj of adj service)) IP spoof$3 
@pd<="20010907" 

370/54;; ;.; 

(370/54). CCLS. 
(370/53).CCLS/ 



(370/54).CCI_S. 



370/54, 



370/53 



S29 (DOS : or (:denial adj of adj service)) : 



S29 IP traceback 



S29 traceback 



S29 track$3 IP 



network ■ internet ; router IP ;sou rce ;add ress ; 
traceback tracking 

("2002/0032793"). URPN. 

(60/23i48p).CCLS. ; 



("60231480").PN. 



measure: rate : (drop$3 or : recei v$3) : packet: rate:: 

measure rate (drop$3 or receiv$3) packet 
internet network router 



US-PGPUB; 
USPAT 

:US^G^UB;: 
USPAT :: ; : ; 

US-PGPUB; 
USPAT 

US^GPiUB;i 
USPATf- 

US-PGPUB; 

USPAT; 

USOCR 



US-PGPUB;: 

;uspat : ; ' . . • 

US-PGPUB; 
USPAT 

US-f^GPUB; 
iUSPAT; 



US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB;: 
USPAT;; ; : ; 

ysocRi;. 

US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO 

US-PGPUB;: 
USPAT; . : 
EPO 

US-PGPUB; 

USPAT; 

EPO 

US-PGPUB;: 
USPAT; • : 
EPO.;. 

US-PGPUB; 

USPAT; 

EPO 



US-PGPUB;: 
USPAT;: 



EPO ::: 

US-PGPUB; 

USPAT; 

EPO 



US-PGPUB; 
uspat 

USPAT 



US-PGPUB; 
USPAT; 
USOCR 



US-PGPUB; 

USPAT; 

USOCR 

US-PGPUB ; ;: 
USPAT / 

US-PGPUB; 
USPAT 



AND 
AND 
AND 

iANl>; 
OR 

an6 

AND 

AND- 



OR 



OR 



OR 



AND 



AND 



AND 



AND 



AND 



AND 

AND; 
AND 

OR; . 



OR 

AND 
AND 



OFF 
OFF 
OFF 

:QF£;i 



OFF 



:OFF;; 

OFF 

OFF: : 



OFF 



OFF 



OFF 



off; 



OFF 



OFF 



OFF 



OFF-::::: 



OFF 



OFF 



OFF 

:OFF 



OFF 

OFF' 
OFF 



2005/01/03 18:39 
::2005/0l/b4:ib:25i: 

2005/01/03 18:42 
|;2b05/01/05: 14:30:; 

2005/01/03 18:49 



2005/01/0319:01 
2005/01/03 19:01 
2005/01/0410: 24: 
2005/01/04 10:24 



2005/01/04 10:24: 



2005/01/04 10:24 



2005/01/04 10:25:: 



2005/01/04 10:28 



2005/01/0410:27 



2005/01/04 10:28 



: 2005/01/04 10:29 



2005/01/05 15:03 



2005/01/05 15 



ii 



2005/01/04 14:07 
2005/01/04 14:08:; 



2005/01/04 14:08 

2005/01/04 15:35:: 
2005/01/04 15:36 
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S41 
■ SA2. 
S43 

S44;i 

S45 
S47 



3479 
■1998: 
1998 
1851 

1422 

333 



S48: 



1282 



S49 



:S5Q ; 



S51 



S52 



S53 



S54 ; 



S55 



S56 



S57 

S58: 

S59 
S60 
S61 

S62:;; 



681 



141 



34 



22 



33 



measure rate (drop$3 or receiv$3) packet 
internet network (router or switch) 

measureirate;(drop$3^or:ree 

internet network (router or;switch)r;t : ; ;: ; : : : ; :! : : 

measure rate ((drop$3 or receiv$3) WITH 
packet) internet network (router or switch) 



: measure chang$3 rate ((drop$3 or receiv$3) :: : : : : 
WITH packet) :internet : :network(router or: :i :; 
switch).: 

measure chang$3 rate ((drop$3 or receiv$3) 
WITH packet) internet network (router or 
switch) (TCP/ip or IP) 

i measure chang$3 rate ((drop$3 or receiv$3): 
: WITH packet): internet network (router or : : : - 
switch). (TCP/ip or IP) attack : ; 

measure chang$3 rate ((drop$3 or receiv$3) 
WITH packet) internet network (router or 
switch) (TCP/ip or IP) (Denial adj of adj service) 

: measure xh^ 

i WITH packet); internet network (router or 
switch)- (TCP/ip; or IP):flow;: : : : 



measure chang$3 rate ((drop$3 or receiv$3) 
WITH packet) internet network (router or 
switch) (TCP/ip or IP) UDP 

measure; ctiang$3 rate ((^^ 
;WFtH;packet):jn^ 

switch ) : (TCP/i p : or IP) : attack ;@ pd <= "200 1 0907" 

measure chang$3 rate ((drop$3 or receiv$3) 
WITH packet) internet network (router or 
switch) (TCP/ip or IP) @PD<= M 20010709" 



measurexhang$3 rate ((drop$3 ) wr^ 
Internet network (router or switch) (TCP/ip or 

ip) @ pd< = "2061 0709;; ; ; 

measure chang$3 rate (drop$3 adj8 packet) 
internet network (router or switch) (TCP/ip or 
IP) @PD<= M 20010709" 



chang$3 rate (measure adj5 drop$3 adj5 
packet) Internet :network:(router:or:switch) 
(TCp/ip or IP) @PD<:=:: , 200l;070^ , : : ; 

chang$3 rate (measure adj5 (drop$3 adj5 
packet)) internet network (router or switch) 
(TCP/ip or IP) @PD<="20010709" 

chang$3 ratej(measur$4 adj5f 

packet) Internet network! (router or switch); :: 

(TCFVip or ^ ; 

chang$3 rate (measur$4 WITH drop$3 adj5 
packet) internet network (router or switch) 
(TCP/ip or IP) @PD<="20010709" 



chang$3 rate :(measur$4 drop$3 : adj 5 packet) : 
■i nternet network ( route r or- switch ) : (TCP/i p ; b r : 
IP):@Pb<== M 2d010709 M : i 



chang$3 rate (measur$4 adj drop$3 adj5 
packet) (TCP/ip or IP) @PD<= ,, 20010709" 



chang$3rate (measur$4:adj5: drop$3 adj5^i : : : : 
packet) : (TCP/ip or IP) @Pp<:= V2001 0709'^ : ■ ■ ; 

rate (measur$4 adj5 drop$3 adj5 packet) 
(TCP/ip or IP) @PD<= M 20010709" 

(measur$4 adj5; drop$3; ;adj5 \ packet) : :(tCP/ip: or 
IP) @Pb<="200id709'V M ; N ; : 



US-PGPUB; 
USPAT 

US-PGPUB;: 
USPAT 



US-PGPUB; 
USPAT 

: US-PGPUB;: 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB;; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



:US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 



US-PGPUB; 
USPAT 

US-PGPUB;: 
USPAT ;T;!.. 

US-PGPUB; 
USPAT 



:US-PGPUB; 
USPAT 



AND 

| AND 



AND 
AND 



AND 



AND 



AND 



AND 



AND 



AND 



AND 



AND 



AND 



AND 



AND 

AND 

AND 

AND 

AND 
AND: 
AND 

and; 



OFF 

OFF 

OFF;.; 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 
OFF 
OFF 

iOFF 



2005/01/04 15:36 
:2005/0 : l/04;i5:37 

2005/01/04 15:38 
: 2005/01/04 15:38: 



2005/01/04 15:44 



2005/01/04 15:42; 



2005/01/04 15:40 



2005/01/04 15:41 



2005/01/04 15:41 



2005/01/04 15:42; 



2005/01/04 16:01 



2005/01/04 16:15 



2005/01/04 16:17 



2005/01/04 16:18 



2005/01/04 16:18 



2005/01/04; 16:19: 



2005/01/04 16:20 



2005/01/04 16:27 



2005/01/04 16:28 
2005/01/04 :16: 28 
2005/01/04 16:28 
2005/01/04 16:29 
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S63 


1 


(measur$4 adj5 drop$3 adj5 packet) 
@PD<= n 20010709" 




US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/04 16:29 


,S64 : - 


:;:;::169232:: 


::rempte:sensi3:or:detect$3 ofnetworklink::::::;:;:::: 
utilization : 


US-PGPub; - 
USPAT ; ; 


;AND; : ; :L.: 


Oj=F* 


:2005/01/0^:i6:3li: 


S65 


9128 


remote (sens$3 or detect$3 )network link 
utilization 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/04 16:32 


S66 ; 


: 9128; 


:;remote (sens$3 or detect$3): network iink i;i i ; i i 
"utilization 1 '. ' 


US-PGPUB;: 
USPAT: .. . 


AND = .".! 


off;;". 


2005/01/04 16:32: 


S67 


464 


remote (sens$3 or detect$3) adj5 link network 
utilization 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/04 16:33 


; : S68 




remote (sens$3 br':detect$3):adj5:link 
| : utilization:@pd^ ? 20Pi0709 ? ! : : 


network: : : 


US-PGPUB; 

uspAt . 


; and' T 


°^ "... 


::2005/fil/64::i^ 


S69 


0 


remote ((sens$3 or detect$3) adj5 link adj 
(utilization or efficiency adj usage)) network 
@pd<"20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/04 16:37 


570. . 


2 


: remote ((sens$3:or detert$3):adj5:link:adj5;::::::::::: 
(utilization br:efficiency or usage)) network;;;: - - 

/a\ ... <-i ^ r\f\ -t tyiryn** — 


US-f*GPUB; 
USPAT : 


AND ; . 


OFF : • ; 


: 2005/01/0416:37:: 


















S71 


550 


measur$3 Network utilization UDP Packet loss 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 11:08 


S72 : 


] :;; ;; ;;|;i;55;; 


measur$3 Network utilization: UDP Packet loss ; 
@pd<= ,, 20010709" 


US-PGPUB; 
USPAT 




OFF.; 


2005/01/05 11:09 


S73 


1 


("5825772 ,, ).PN. 




US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2005/01/05 11:28 


S74 ; 


! .: ,0. 


; benialadj of adj service . ::• . 




US-PGPUB; 


:!ANb;:::::i::^: 


OFF :": 


: 2005/01/05 12:58 










USPAT 1 :•: 1 








S75 


0 


Denial adj2 of adj 2 service 




US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 12:47 


S76;; : i 


:!:;:;:i:18968;; 


: (Penia 1 adj2 of adj2 service) or E>Oi5 : : : : 




US-PGPUB;: 

USPAT:;. :j. 




off;;;: 


i2005/01/05;;12:47; 


S77 


93 


burst adj load 




US-PGPUB* 
USPAT 


AND 


OFF 




S79:; 


.;::26-; 


; (burst adj load) network: ; 


US-PGPUB; 
USPAT : : : : ; 


AND::: 


: OFFl:L:: : 


::2p05/01/05:i2:48 


S80 


0 


Denail adj of adj service 




US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 12:59 


S8i ;; 




"denfar-bfrs'eryice 




US-PGPUB;: 
USPAT - : 


:ANt>;M : M- 


;:off;; : H : | 


12005/01/05 12:59 


S82 


0 


denial-of-service (denial adj of adj service) 
attacks 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 13:00 


S83 : 


l .346 


: (deniahof^-service : or.(denial adj of: adj: service)) :;: 
; attacks 


US-PGPUB; 
USPAT. 


AND : n 


OFF : : 


.2005/01/05 13:00: 


S84 


10 


(denial-of-service or (denial adj of adj service)) 
attacks @pd< ="20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 13:02 


S85 . 
S86 


; ; ^L;164 
8 


: (denial-of-service ;or (denial adj: of adj: - ; : ; : : : : : : : 
i se rv ice)or : DoS) : attacks: :@ pd < =' w 200 1 07 09V: 

(denial-of-service or (denial adj of adj 
service)or DoS) WITH attacks 
@pd<="20010709 M 


US-PGPUB; 
USPAT . . 

US-PGPUB; 
USPAT 


:and j; 

AND 


off: 

OFF 


i2005/01/05:13:04: 
2005/01/05 13:05 


S87; 


1^:;=.' 1247 


370/54 




US|-PGFHJB;: : : 
USF>AT;; . 

EP0 :: : . . 


AND; 


off;.; : 


1 2005/01/05.15:03 
















S88 


0 


S87 track$3 IP spoof$ 




US-PGPUB; 

USPAT; 

EPO 


AND 


OFF 


2005/01/05 15:03 


S89. ; 




UDP adj3 Chargen 




US-PGPUB; 

USPAT;;;; ; 




OFF : : 


•2005/01/05 15:16:: 
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S90 


2 


(("20020032717") or ("6137777 ,, )).PN. 


US-PGPUB; 

USPAT; 

USOCR 


OR 


OFF 


2005/01/05 15:37 


S9i : ; •• 




; Buret>dj4iLbad^: i:^:; ; 




:US-PGPUB;: 


: AND 




!2005/01/05; : :L$:32; 












USPATf: ; 








S92 


217 


Burst adj4 Load @pd< ="20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 16:33 


'S93:;-; : 




: Burst : adj4:Load : @pd < ="2boi0709": Network::::::::: 
; UDP i: . = 


'.US7PGPUB;:: 
USPAT : . : 


AND: . - 


OFF; 


::2005/01/05;16:33:: 


S94 


0 


Burst adj4 Load @pd<="20010709" UDP 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 16:33 


;:S95;i : j [ 


82.. 


i Btiret: adj4:Load;@pd<= , ;700i^ 


US-f|gPUB;: : 


:AND 




2005/01/05 16: 35 












USPAT :: ; 








S96 


9 


Bl 


irst adj4 Load @pd<="2C 


)010709" internet 


i rc_pr:pi id- 
USPAT 


AND 


OFF 
urr 




S97 - 


• : 6 


::UPD:(Ghargen.;or{Gharacter:adj2 Generator)) :::::::: 


US-PGPUB;:: 
USPAT--'. . . 


:;aNd!:N:::M: 


:OFF:|M:i 


2005/01/05 17:24 


S98 


21 


UDP (Chargen or (Character adj2 Generator)) 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 17:27 


S99 


'2, 


: UDP SAME: (Chargen or (Character adj2 -:■: ■:-:■:-: 
^Generator)). ; 


US-PGPUB;: 

::uSPAT:i:l:::::; : ; 


;;Aivii};i;;; ;;;;; 




2005/01/05 i7:30 


SIO 
0 


21 


UDP (Chargen or (Character adj2 Generator)) 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 17:30 






i UDP (Chargen: lor (Gharader adj2 Generator))::::: : 
: PD<="20010709" 


US-tiSPUB; 
USPAT : 


AND:| : : 


-OFF:::::::: 


2005/01/05 17:32 


SIO :. 

1 ■ ; 


21": 


SIO 
2 


2 


UDP SAME (Chargen or (Character adj2 
Generator)) PD<="20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 17:35 


sid- : 


•:;;:; ::: ' : "i 




20010005360").PN. 




:US-PGPUB;: 

USPAT; : :::. ; 


:qr, -;;;:;:• 


■OFF;;;;;H 


2005/01/05:17:35 


























USOCR 








SIO 
4 


26 


burst adj load network 




US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 18:57 


SIO 


:.:.: 47; : 


packet adj flooding ; 




US-PGPUB; ; 


!ANb>:;:: 


off-;;;;- 


:;2p05/0i/P5;i8:58 


SIO 
6 


5 


packet adj flooding @pd< = 


"20010709" 


USPAT: 

US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 19:03 


SIO ; 
7 


20 : 


: packet adj: flood $4 @pd<= 


•2i00i0709". :.' : . 


US-PGPUB; 
USPAT 


AND : 


OFF.:,. 


::2005/01/05 19:09:: 


SIO 
8 


5726 


packet loss rate @pd<="20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 19:09 


SIO 
9 


290 


packet loss UDP @pd< ="20010709" 


US-PGPUB;: 
USPAT . 


AND : : 


OFF; : '. = ;. 


:2005/01/05:;i9:09 


Sll 
0 




packet loss UDP @pd< ="20010709" 
(performance or utilizatation or effici$5) 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/05 19:12 


Sll .. 
1 


72 


(packet adj4 loss) UDP @pd<="20010709" ; ! . • • 
(performance: or utilizatation jor:effici$5):;: : 


US-PGPUB; 

USPAT;;. . 


AND. . 


OFFj^': 


: 2005/01/05; 19:13 










Sll 
2 


68 


network SAME measure SAME packet SAME 
(drop or loss) SAME rate 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/06 12:54 


Sll : 

3 . 




i hebvork SAME measure SAME packet SAME r: : : 
. (drop or toss) SAME rate (bandwidth or : 
. efficiency or utilization) 


US-PGPUB; 

USPAT. : ;; 


AND ;| ;;. 


OFF ; 


: 2005/01/06 12:55 


Sll 
4 


6 


network SAME measure SAME packet SAME 
(drop or loss) SAME rate (bandwidth or 
efficiency or utilization) @PD< ="20010709" 


US-PGPUB; 
USPAT 


AND 


OFF 


2005/01/06 13:28 


Sll: 

5 T=-| 


:;. 0 : 


network SAME ; measure SAME (many: or ::::::::::::::: :: 
multiple): nearpacket SAME (dropjor loss) SAME: : 
rate- (bandwidth or efficiency or! utilization) :: : : :: 
@PD< ="20010709" 


:US-PGPUB;:: 

uspAt;.;;; ;; 


AND 


OFF ■ ■ : ' 


::2b05/01/06::i3:29:: 
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Sll 
6 



Sll 
7 



Sll 
8 



Sll 

9 : : 



network SAME measure SAME (many or 
multiple) near packet SAME (drop or loss) SAME 
rate (bandwidth or efficiency or utilization) 
@PD<= ,, 20010709 n 

i network : SAM B :m^^ 

-multi pie); n ea r8: packet) SAM E ( d rop ;0 r loss): : • ; : ; 
;:SAME:rate:(bandwidthor:effi^^ 
:utilization):@P[^ 

network SAME measure SAME ((many or 
multiple) WITH packet) SAME (drop or loss) 
SAME rate (bandwidth or efficiency or 
utilization) @PD<="20010709 U 



:;network;SAME: measure SAME;((many:6ri;; 
i multiple) :SAME:packet) SAME (drop: orlossj:: 
;;SAME rate (bandwidth ^ or efficiency or- ±--B-^± 
; utilization) @PD<=i"20010709!'' - ; 



US-PGPUB; 
USPAT 



US-PGPUB;: 

uspat ; 



US-PGPUB; 
USPAT 



US-PGPUB; 

USPAT::: 



AND 



AND 



AND 



AND 



OFF 



OFF 



OFF 



OFF 



2005/01/06 13:29 



2005/01/06:13:29:: 



2005/01/06 13:29 



2005/01/06; 13:30: 
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